Chapter 3
· Security Overview
· Random Terms that we will use often

· Confidentiality

· Integrity

· Availability

· Security Management

· Security program

· Goals

· Private Sector vs. Military goals
· Information Risk Management

· Risk overview

· IRM goals

· IRM team

· Risk management Terms

· Vulnerability

· Threat

· Threat agent

· Risk

· Exposure

· Countermeasure

· Security Controls types and models

· Risk Analysis

· What is risk analysis

· RA goals

· Quantitative Risk Analysis

· Steps and Terms

· Qualitative Risk Analysis

· Delphi

· Modified Delphi

· Q vs. Q

· Policies, Standards, Baselines, Guidelines

· Policies

· Standards

· Baselines

· Guidelines

· Procedures
· Due Diligence vs. Due Care

· Information Classification

· Positions
· Administrative Controls
· Separation of Duties

· Collusion

· Rotation of Duties

· Mandatory Vacations

· Split Knowledge

· Dual Control

· Hiring Practices

· Employee Termination

· Security Awareness Training

