Access Control
· Overview

· Identification vs Authentication

· Strong / multifactor authentication

· Identity Management

· directories

· Password management

· Password synchronization

· Self-service password reset

· Assisted password reset

· Federation

· Authentication

· Biometrics

· CER

· Fingerprint

· Hand Geometry

· Retina Scan

· Iris Scan

· Signature Dynamics

· Keyboard Dynamics

· Voice Print

· Facial Scan

· Hand Topography

· Passwords

· Password checkers

· Hashing and encryption

· Aging

· Cognitive passwords

· OTP

· passphrase

· Smart Cards

· Memory Cards

· Authorization

· Default no access

· Need to know

· Authorization creep
· Single Sign On

· Kerberos

· Sesame

· Access Control Models

· DAC

· MAC

· Role Based

· Access Control Techniques

· Rule Based

· Constrained User Interfaces

· Access Control Matrix

· Capability Tables

· Access Control List

· Content dependant

· Context dependant

· Access Control Administration

· Radius

· TACACS

· Diameter

· Access Control Methods
· Administrative

· Supervisory structure

· Training

· tesrting

· Physical

· Network segregation

· Perimeter security

· Computer controls

· Work area separation

· Cabling

· Control zones

· Technical

· System access

· Network architecture

· Network access

· Encryption

· Auditing

· 236 - 249

· Access Control Monitoring

· IDS

· NIDS

· HIDS

· Signature Based

· Anomaly Based

· Intrustion Prevention Systems

· Sniffers

· Threats to Access Control

· Dictionary Attacks

· Brute Force Attacks

· Logon Spoofing

· Phishing

