Chapter 5 – Outline
· System Architecture

· Memory

· Cpu

· Address/data bus

· Multiprocessing

· Multiprogramming

· Protecting process security

· Memory encapsulation

· Time multiplexing

· Naming distinctions

· Virtual mapping

· Memory management

· Memory types

· CPU modes and protection rings

· Virtual machine

· I/O and Interrupts
· System Security Architecture

· TCB

· Trusted Path

· Security Perimeter

· Reference Monitor

· Security kernel

· System Security Models

· State Machine

· Bell-LaPadula

· Covert Channels

· Biba

· Lattice Model

· Clark Wilson

· Non-Interference Model

· Brewer Nash / Chinese Wall

· Graham Denning

· Security Modes of Operation

· Dedicated Security Mode

· System High Security Mode

· Compartmented Security Mode

· Multilevel security Mode

· Guards

· Trust and Assurance

· Orange Book (TCSEC)

· Red Book and Rainbow Series

· ITSEC

· Common Criteria

· Certification

· Accreditation

