Chapter 9 – Outline
· BCP Terms and basic concepts

· Business Continuity Planning

· Phase 1 – initialization

· Phase 2 – BIA

· BIA steps

· Determine critical business functions

· Determine cost of downtime and MTD

· Example Threats

· Risk Analysis

· Report to management

· Phase 3 – Preventative controls

· Phase 4 – recovery strategies

· Business process recovery

· Facility recovery

· Hot site

· Warm site

· Cold site

· Reciprocal agreement

· Redundant sites

· Multiple processing centers

· Supply and technology recovery

· Hardware backups

· Software backups
· Data backups (later)

· Documentation

· Restoration teams

· Restoration vs. salvage

· Phase 5 – Plan design and development
· Phase 6 – Testing

· Checklist test

· Structured walk through

· Simulation test

· Parallel test

· Full interruption test

· Phase 7 – Maintaining the Plan

· Backups

· Full

· Incremental

· Differential

· Backup storage and best practices

· Continuous backups

· electronic vaulting

· remote journaling

· tape vaulting

