The following problems use the following information

· You have a warehouse that's value is 1,000,000 (between actual structure and contents).

· If a fire were to occur it is expected that 40% of the warehouse would be damaged.

· the risk of a fire PER year is 8%

1) what is the Exposure Factor (it's directly given in the problem above)

2) What is the Single Loss Expectancy of a fire

3) What is the Annual Rate of Occurance (note it doesn't have to be a "whole number", it WILL be a decimal or percentage)

4) what is the Annual Loss Expectancy of a Fire to the warehouse

Now suppose we can buy some countermeasure that would reduce the damage to the warehouse if a fire occurred  to 15% (from 40%).

The cost of the countermeasure is $5,000.00

5) What would the new Exposure Factor be?

6) What would the new SLE be?

7) What the ARO change?

8) Whould the ALE change? 

9) If the ALE changes, what’s the new ALE?

10) Should you buy the counter measure for this year?

11) if so how much money would you be “saving” this year?
12) if we have to renew the countermeasure every year (ie pay $5,000 per year) is it still worth it?

Answers on page 3

1) what is the Exposure Factor (it's directly given in the problem above)


The exposure factor is 40% (.40)

2) What is the Single Loss Expectancy of a fire


SLE = EF * Asset Value 


SLE = .40 * $1,000,000


SLE = $400,000

3) What is the Annual Rate of Occurance (note it doesn't have to be a "whole number", it WILL be a decimal or percentage)


This is given to you, it is 8% (.08)

4) what is the Annual Loss Expectancy of a Fire to the warehouse


ALE = SLE * ARO


ALE = $400,000 * .08


ALE = $32,000

5) What would the new Exposure Factor be?


This is given to you, it is 15% (.15)

6) What would the new SLE be?


SLE = EF * Asset Value 


SLE = .15 * $1,000,000


SLE = $150,000

7) Would the ARO change?


No it’s still 8%, the countermeasure only affected the ARO

8) Whould the ALE change? 


YES! The EF, changed the SLE, which changes the ALE

9) If the ALE changes, what’s the new ALE?


ALE = SLE * ARO


ALE = $150,000 * .08


ALE = $12,000

10) Should you buy the counter measure?


YES

11) if so how much money would you be “saving”


$15,000


(ALE before countermeasure) – (ALE after countermeasure) – cost of countermeasure


$32,000 - $12,000 - $5000 = $15000

12) On this you need to think, there is no formula. The answer is YES  it is still worth it! This is because we expect the ALE damage ($32,000 before counter measure) EVERY year, that’s why it’s called “Annual Loss Expectancy!”. So even if we have to pay $5000.00 per year, it will ends up saving us $15,000 every year!

