Chapter 5 homework

-

We are using a Bell-Lapadula model, the system has the following data classifcations

Top Secret, Secret, Confidential, Sensitive.

For every “clearance level” there are the following “compartments” (Asia, North America, Europe, Austrailia)

Sam is cleared for Top Secret and has the need to know for Asia, and North America.

Questions:

1) May Sam read data from “Secret level” “North America”?

2) May Sam read data for “Confidential” level , Austrialia?

3) If sam is reading data at the secret level North America, may sam write to a document classified at “confidential, north America?

We are using the Biba model, and have data classified as “Secret”, “confidential” and public

4) If we are creating/writing a document at the secret level, may we have open and read a document of the public level?

5) if we are cleared only for the level of public, may we write to a document that is classified as confidential? 

Answers

1) YES, because Sams clearance of “top secret” dominates the data classification of “secret” AND Sam has a need to know for “north america”

2) NO, altought Sam’s clearance level of “top secret” dominates the data classification of confidential… Sam doesn’ NOT have a need to know for Austrilia

3) No! that violates the * - property rule, which states if you are currently reading from a document at one level, you MAY not write to a document at a lower level

4) NO that violates Bibas simple integrity axiom which states, when writing a document, we MAY NOT read documents of lower levels.

5) NO that violates the * - integrity axiom that states we cannot write to data that is classified at a higher level then we are.

